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“00010010”
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2.13: .
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2.14: CAMX .

2.15: .
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2.16 4

1,024

1,024

4

1,462

4 237

84 %

2.16: .
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2.5.3 Baugh-Wooley

Baugh-Wooley Baugh-Wooley n

2 A an−1an−2...a1a0 B bn−1bn−2...b1b0 2

2.1 [80]–[84] 2.1 4

2.17

A = −an−12
n−1 +

n−2∑
i=0

ai2
i

B = −bn−12
n−1 +

n−2∑
i=0

bi2
i

A× B = an−1bn−12
2n−2 +

n−2∑
i=0

n−2∑
j=0

aibj · 2i+j

+ 2n−1

(
−2n−1 +

n−2∑
j=0

an−1bj2
j + 1

)

+ 2n−1

(
−2n−1 +

n−2∑
i=0

an−1bi2
i + 1

)

(2.1)

Baugh-Wooley CAMX 2.18

1

2 2.17 “1001”

4

3

0 “1000”

1
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4

0

“0111” 1

Baugh-Wooley 4 2.19

CLK SETUP BUSY

Lmem 1

Rmem 1 pe reg

op reg match sig

“0011” “0110”

2.19 1 1,024

“00010010”

CAMX 2.5.2

Baugh-Wooley 2.20

4 × 32

1,024

15

Baugh-Wooley

CAMX 15

Baugh-Wooley 15

CAMX

[58]

15

Baugh-Wooley
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Baugh-Wooley

15 Baugh-Wooley

15 Baugh-Wooley

2.17: Baugh-Wooley .
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2.18: CAMX Baugh-Wooley .
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2.19: Baugh-Wooley .
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2.20: Baugh-Wooley

.
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2.6 AES CAMX MX-1

AES CAMX

MX-1 AES

MX-1 CAMX CAMX

2.6.1 AES

AES (Advanced Encryption Standard)

[44], [85] AES

[86] AES 128 192 256

128

AES AES 4

SubBytes ShiftRows MixColumns Ad-

dRoundKey 10

1 SubBytes

8 S-box 2.21

8 4 x 4

y S-box 2.21 16

2 ShiftRows

2.22

1 4

3 MixColumns

2.2

XOR

46
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16 “1b” XOR

⎛
⎜⎜⎜⎝

S ′
0,c

S ′
1,c

S ′
2,c

S ′
3,c

⎞
⎟⎟⎟⎠ =

⎛
⎜⎜⎜⎝

02 03 01 01

01 02 03 01

01 01 02 03

03 01 01 02

⎞
⎟⎟⎟⎠×

⎛
⎜⎜⎜⎝

S0,c

S1,c

S2,c

S3,c

⎞
⎟⎟⎟⎠ (2.2)

4 AddRoundKey

XOR

� � � � � � � 	 
 � � 
 � � � �

� �� 	� 		 	� �� �� �� �� �� �� �	 �� �� �	 �� 	�

� �� 
� �� 	� �� �� �	 �� �� �� �� �� �� �� 	� ��

� �	 �� �� �� �� �� �	 �� �� �� �� �� 	� �
 �� ��

� �� �	 �� �� �
 �� �� �� �	 �� 
� �� �� �	 �� 	�

� �� 
� �� �� �� �� �� �� �� �� �� �� �� �� �� 
�

� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �
 ��

� �� �� �� �� �� �� �� 
� �� �� �� 	� �� �� �� �


	 �� �� �� 
� �� �� �
 �� �� �� �� �� �� �� �� ��


 �� �� �� �� �� �	 �� �	 �� �	 	� �� �� �� �� 	�

� �� 
� �� �� �� �� �� 

 �� �� �
 �� �� �� �� ��

� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� 	�


 �	 �
 �	 �� 
� �� �� �� �� �� �� �� �� 	� �� �


� �� 	
 �� �� �� �� �� �� �
 �� 	� �� �� �� 
� 
�

� 	� �� �� �� �
 �� �� �� �� �� �	 �� 
� �� �� ��

� �� �
 �
 �� �� �� 
� �� �� �� 
	 �� �� �� �
 ��

� 
� �� 
� �� �� �� �� �
 �� �� �� �� �� �� �� ��

�

�

2.21: AES S-box.
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2.22: AES ShiftRows.

2.6.2 CAMX AES

CAMX AES 2.23 AES

2.23 AES 1

10

1

2 AddroundKey XOR

3 AddroundKey SubBytes

S-box 4 4

S-box

4 SubBytes ShiftRows MixColumns

MixColumns

8 3 2 1 XOR

5 1∼4
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2.23: CAMX AES .

2.6.3 CAMX AES

CAMX AES Xillinx

Vivado v2019.2.1

CAMX 256 × 1,024

1,024 AES CAMX

AES 2.24

1,362,699
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AES 10

2.6.3 SubBytes 1,312,160

ShiftRows MixColumns 17,161

ShiftRows MixColumns CAMX

2.6.3 AddRoundKey

2,519 30,859

SubBytes

8

8 S-box

AES

8

2.24: CAMX AES .

2.2: CAMX AES 10
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2.6.4 CAMX MX-1

MX-1 AES

[65] MX-1 2.6.3 CAMX

2.25 MX-1 CAMX

MX-1 CAMX AES 1

2.25 AES 1

2.25 MX-1

125,345 SubBytes 119,009

ShiftRows MixColumns 5,350

AddRoundKey 986 CAMX

133,232 SubBytes 131,216

ShiftRows MixColumns 1,880

AddRoundKey 136

MX-1 CAMX 5 %

ShiftRows MixColumns

CAMX MX-1 65 %

AddRoundKey CAMX MX-1 86 %

CAMX MX-1 SubBytes 9 %

CAMX

CAMX AES

SubBytes

CAMX MX-1

CAMX

CAMX

2.26

Intel Atom N270

(1.60 GHz) AMD Geode LX800 (500 MHz) Advanced RISC Machines (ARM)

Cortex A8 core 32K/32K Texas Instruments (TI) DM3730 (1.00 GHz)

ARM Cortex A8 core 16K/16K TI OMAP3530 (720 MHz)

AES

CAMX

Xillinx Vivado v2019.2.1

1,024 AES
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2.26 CAMX

TI OMAP3530 ARM Cortex A8

CAMX 53 % 2.26

AMD Geode LX800 CAMX 15 %

CAMX MX-1

CAMX

2.25: CAMX MX-1 AES 1

.
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2.26: CAMX .
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2.7 CAMX

2.6 CAMX MX-1

CAMX

2.7.1

IEEE754 (2.3) S

M E 1

8 23

2 32

(−1)S × (1.M)× 2(E−127) (2.3)

2.7.2 CAMX

CAMX

2.27 CAMX

CAMX

CAMX

1

9 25

1,024 CAMX
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1

CAMX

2

2 1

3

IEEE754
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2.27:
C
A
M
X

.
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CAMX

CAMX

Xillinx Vivado v2019.2.1

CAMX 128 × 1,024

2.28 CLK START

FINISH BUSY

Left Wing n(n ) 1

Right Wing n(n ) 1

SEARCH MASK

3

10 “3.25”

“7.5” “2.5” “2.0”

“-5.5” “-6.25” 2.28 (a)

“10.75” “0.5” “-11.75”

2.28 (b)

4,096

13,580

RaspberryPi4 [87], [88] ARM

CPU 1.5 GHz 113.1 MFLOPS

(Mega Floating-point Operation Per Second)
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2.28:
C
A
M
X

.
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2.7.3 CAMX 2

2

1

1

2.29 CAMX 2

2.29 (a) 1

CAMX

2

1 2 1

2.29 (b)

CAMX 1
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2.29:
C
A
M
X

2
.
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2.7.4 2

2

2.7.3 2 2.7.2

2.30

2.30

2.27

61
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2.30:
2

.
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2

2

CAMX

2.7.2

2.31 2.31 (a)

2.31 (b)

5,613

RaspberryPi4 ARM

CPU 1.5 GHz 273.7

MFLOPS (Mega Floating-point Operation Per Second) 2.7.2
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2.31:
2

.
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2.7.5 ARM CAMX

CAMX RaspberryPi 4 ARM

CAMX

CAMX 0.1 0.5 1.0 1.5 GHz

CAMX 5,613

RaspberryPi 4 ARM SIMD

NEON VFP (Vector Floating

Point) NEON VFP NEON

VFP NEON VFP

512 1024 2048 4,096 8,192 10

RaspberryPi4

ARM 1.5 GHz

2.32 FLOPS FLOPS

CAMX

CAMX

ARM 1.5

GHz CAMX NEON VFP

ARM 4,500 CAMX

1.0 GHz CAMX NEON

VFP ARM 6,500

CAMX 0.5 GHz

CAMX NEON VFP ARM

6,000 CAMX
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2.32: ARM CAMX

.
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2.8

SIMD CAMX CAMX CPU

CPU CPU

CAMX CAMX CPU

1 SIMD

CAMX

CAMX

CAMX

AND OR XOR ADD CAMX

CAMX 128

1,024 1,024

128

AND OR XOR ADD 130 1

CAMX

CAMX

Baugh-Wooley
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1

Baugh-Wooley

Baugh-Wooley CAMX 4

1,462

237

84 %

Baugh-Wooley

4 32

15

Baugh-Wooley

15 Baugh-Wooley

CAMX CAMX MX-1

AES

CAMX AES 1,362,699

AES 1 MX-1

MX-1

ShiftRows MixColumns

CAMX MX-1 65 %

AddRoundKey 86 %

SubBytes CAMX MX-1 9 %

CAMX MX-1

CAMX SubBytes 8

CAMX MX-1

CAMX

TI OMAP3530 ARM Cortex

A8 CAMX 53 %

CAMX

CAMX MX-1

CAMX MX-1
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CAMX 2

1.5 GHz

CAMX

ARM 4,500

CAMX

69





3 CAMX

CAMX

CAMX

CAMX

3.1

AI
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CAMX

3.2 CAMX

CAMX

CAMX

CAMX

LED

CAMX
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3.2.1

[89]

[90]

[91], [92]

[93] CAMX

MX-1

MX-1

MX-1

CAMX 2.6 MX-1

MX-1 CAMX

(Pattern Spectrum)

[94]

[95]
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[96]

[97]

C

MX-1 MX-1

[98]

“ ”

2 3 SP

Set Processing FSP Function and Set Processing FP Function Processing

3.1

SP [96], [99] SP 2

FSP CAMX

MX-1

3.1:

Target image Structuring element Operation

SP Binary image Binary AND, OR

FSP Grayscale image Binary Maximum value calculated

FP Grayscale image Grayscale
ADD SUB

Maximum value calculated

FSP [99] X

x y

B B BS=(−b : b ∈ B) ⊕
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�

: (X ⊕BS)(x) = max{X(y) : y ∈ (BS)x} (3.1)

: (X �BS)(x) = min{X(y) : y ∈ (BS)x} (3.2)

: (X �BS)⊕BS(x) (3.3)

: (X ⊕ BS)�BS(x) (3.4)

(3.5)

3.1

Original image

Structuring
Element

Dilation

Erosion

00

Opening Closing

3.1: .

3.2
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4 4

Structuring Element
B�1 =Original Image

Subtraction
1 

B
2 

B
3 

BTo
ta

l n
um

be
r o

f
pi

xe
l v

al
ue

s

Scale

Pattern spectrum
Total number of pixel values
with structuring element 1B

4 
B

B�2 =

Opening

B�3 = B�4 =
X1B X2B X3B X4B

Opening Opening Opening

Subtraction Subtraction Subtraction

PS(X, B, 0) PS(X, B, 1) PS(X, B, 2) PS(X, B, 3)

Total number of pixel values
with structuring element 2B

Total number of pixel values
with structuring element 4B

Total number of pixel values
with structuring element 3B

X0B

3.2: (n = 4).
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MX-1

CAMX MX-1

CAMX 3 ×
3 32 × 32

3.3 MX-1

MX-1 SRAM 1

SRAM

2

3

32 × 32 3.4 (a) MX-1

3.4 (a) 3.4 (b)

Store pixel
to SRAM

Step 1

Arrange SRAM data 
by the structuring element

to process morphology

Step 2
Process a parallel 
min/max explore

Step 3

Yes
No

Opening processing 
finished

Step 4

�������	�	�����
��


�
�	�����
���� �

3.3: MX-1 .
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3.4: MX-1 SRAM .

1 MX SRAM 3.4 (a)

SRAM 3.4 (b) (pij( : i = 0, 1, 2, · · · , 31,
: j = 0, 1, 2, · · · , 31)) 1 ( 3.4 (c))

SRAM

[100]
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2 MX-1

SRAM

1

3 × 3

3.5 (a) (i)

SRAM

“5”

FSP

SRAM 1

1,024

32× 32 3× 3

1

3 3.5 (b)

A

3×3

9 B

3 × 3

6 C

3 × 3

4 3.5 (b)

A( p11) B( p311 ) C(

p3131) SRAM 3.5 (a) (ii)∼(iv)

3.6 SRAM MX

1
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3.5: MX-1 SRAM .
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3.6: MX-1 SRAM

( :3× 3).

3 3× 3 MX-1 3.6

1

2 PE
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1,024

4 1∼3 ( ) 1

3 ( )

3.6

(XB) SRAM
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MX-1 32

× 32 3 × 3

3 × 3 5 × 5 7 × 7 · · ·

SRAM

MX-1 3.7

3.7 pij ( : i = 0, 1, 2, · · · , S− 1,

: j = 0, 1, 2, · · · , T−1) S×T XnB(n :

) Ek
k (k = 0, 1, 2, · · · , N − 1)

3.7 E0
0 ∼ EN−1

N−1

Er
r

N ×N S×T

MX-1 SRAM 3.7

YnB (qij (

: i = 0, 1, 2, · · · , S − 1, : j = 0, 1, 2, · · · , T − 1))

SRAM

S × T SRAM

S × T SRAM

XnB

X(n+1)B XnB−X(n+1)B 3.8 S×T

XnB Ai
j ( : i = 0, 1, 2, · · · , S − 1,

: j = 0, 1, 2, · · · , T − 1) S × T

X(n+1)B Bi
j ( : i = 0, 1, 2, · · · , S − 1,

: j = 0, 1, 2, · · · , T − 1)

XnB X(n+1)B
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3.7: :N ×N .
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3.8: .
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MX-1

MX-1

“SRAM ” “ ” “ ”

“SRAM ” Ta “ ”

Tb Ta Tb

SRAM

“ ” Tst(2k+1)(k

) Tst(2k+1)

3 × 3 5 × 5 7 × 7 · · ·
MX-1

T (3.6)

T =
N−1∑
k=0

(
(Ta + Tb) + Tst(2k+1)

)
(3.6)

MX-1 SRAM

SRAM SRAM

“SRAM ” Ta

“ ” Tb

“

” Tst(2k+1) 32×32

S × T 32× 32 S × T

(3.6) (

(3.7))

(3.7)

T =
N−1∑
k=0

(
(Ta + Tb) + Tst(2k+1)

)× S

32
× T

32

=
N−1∑
k=0

(
(Ta + Tb) + Tst(2k+1)

)× ST

1024
(3.7)

MX-1 SRAM SRAM

SRAM
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“SRAM ” Ta “ ” Tb

SRAM

SRAM

“ ” Tst(2k+1)

MX-1 SRAM U

32× 32 SRAM 1,024

Ta Tb U / 1024 (3.6)

( (3.8))

T =
N−1∑
k=0

((
(Ta + Tb)× U

32× 32

)
+ Tst(2k+1)

)

=
N−1∑
k=0

((
(Ta + Tb)× U

1024

)
+ Tst(2k+1)

)
(3.8)

MX-1 High-

performance Embedded Workshop (HEW) [101] MX-1

MX HEW HEW

32× 32

3.9

FSP 8

3.9 (a)

3.9 (b)

14 (n = 15)
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3.9: MX-1 .

MX-1

MX-1 CPU MX

CPU CPU

MX-1 DMA

CPU CPU MX-1
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MX-1

CPU MX-1

CPU DMA MX-1

CPU MX-1

3.10 (Straight

forward implementation) MX CPU

(Polling) MX-1 CPU

MX (Optimized

implementation) CPU CPU

MX-1

��� ��

��	
�

�������

�������

��
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3.10: CPU MX-1 .
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MX-1

(HEW)

32 × 32

n = 15 HEW

3.11 HEW

HEW

HEW

MX-1

HEW HEW

3.2 HEW

3.2

CPU MX-1 5

MX-1 CPU

3.12 MX-1

CPU

CPU
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3.11: MX-1 HEW .

3.2:

Program Processing time [ms]

Evaluation Board Straight forward implementation 51.71

HEW Straight forward implementation 21.37

Optimized implementation 4.4
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� � � � � �

CPU Cycle
MX Cycle

� � � � � �

Normal
program

High speed
program

Processing cycles (Simulator HEW)
[M]

3.12: .

MX-1

MX-1

DM3730 AMD Geode LX800

Intel Atom N450 3.3 (1)∼(4)

TI DM3730 ARM ARM Cortex-A8 AM3715

BeagleBoard

[102] ARM NEON SIMD

MX-1 [103]

Geode LX800 Atom (TM) N450

C [104], [105]

MX-1

( 32 × 32 n = 15)

3.3 (5)∼(8)

MX-1 AMD Geode LX800 Intel Atom(TM) N450

SSE

MX-1

AMD Geode LX800 88

Intel Atom(TM) N450 21 ( 3.3 (5))
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MX-1 NEON ARM TI DM3730

23 ( 3.3 (5))

32× 32

8,192 MX-1 ARM TI DM3730

22 ( 3.3 (6))

81 ( 3.3 (7))

1/s 1/s2 MX-1

90 nm ( 3.3 (4))

MX-1

( 3.3 (8)) AMD Geode LX800 4000 Intel

Atom(TM) N450 145 ARM TI DM3730 20

MX-1

MX-1

CAMX CAMX
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3.3:
M
X
-1
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3.2.2

MX-1

MX-1

5

MX-1 22

20

MX-1

MX-1

MX-1 CAMX

CAMX

CAMX

MX-1
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3.2.3

CAMX

[106]–[111]

[106]–[109]

[110], [111]

[108]

[109]

[112]

2021

[113], [114]

[115], [116]

•

•
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•

•

•

“ ” “

” “ ” “

” “ ”

LED

LED

[117]

3.4
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3.4:

Ease of construction �
- Just changing the
camera settings

- Just installing an
application

Introduction to
daily lives N/A

- Constituting a nuisance
in daily lives

Versatility for preventing
spy-camera activities N/A

- Generating near-noise
shutter-sound in
surrounding

Development cost �
- Just changing the
camera settings

- Just installing an
application

Direct control on
camera function N/A

- Unstopping the
smartphone camera from
taking pictures by only
shutter-sound

[118], [119]

3.5
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3.5:

Ease of construction � - Just placing seal
on camera devices

Introduction to
daily lives N/A

- putting and
removing the seal off
the camera every
now and then

Versatility for preventing
spy-camera activities N/A

- Just be put on the
camera

Development cost � - Paper seal is inexpensive

Direct control on
camera function

� - Placing seal on camera
lens

[120]–[123]

iPhone

LED

[124]

3.6
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3.6:

Ease of construction N/A

- Installing special and
new equipment

- Not being the daily
used equipment

Introduction to
daily lives N/A

- Only using in a few
established places

Versatility for preventing
spy-camera activities

�
- Having a wide range of
other uses depending on
how the application is
created

Development cost N/A

- Installing special and
newly equipment

- Not being the daily used
equipment

Direct control on
camera function �

- Distorting photos and
videos taken by mobile
camera
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SPS

Spy-camera Preven system SPS [125]–

[132] SPS LED

LED

SPS

LED SPS

LED

FFT:Fast Fourier Transform

LED

FFT

LED

LED

SPS

SPS

• SPS LED

LED

LED

• SPS LED

LED

1/f

•

SPS LED

[133]–[142]
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SPS

3.13 SPS

3.13 (a) SPS

LED

3.13 (b)

LED SPS

3.13

(c) WEB

SPS

LED WEB

3.13 (d)

SPS

LED

3.13 (e) SPS LED

LED

3.14 SPS

LED

FFT
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SPS 3.15

CAMX

LED 1/f

LED

LED
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3.13: SPS104



3

3.14: SPS .
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3.15: SPS

106



3

1/f

1/f

[143]–[145] 1/f

3.16 (a) 3.16 (a)

3.16 (a) FFT

-

-

3.16 (b) 3.16 (b)

FFT

3.16 (c)

3.16 (c) FFT

3.16 (a) 1/f

- -

1/f

1/f (3.9) X(t) 1/f

t X(t+ 1) X(t)

X(t) < 0.5

X(t+ 1) = X(t) + 2 ∗X(t)2

X(t) ≥ 0.5

X(t+ 1) = X(t)− 2 ∗ (1−X(t))2 (3.9)

1/f

SPS

LED FFT

1/f 1/f

1/f (3.10)

SPS LED

V (t) = X(t) + sin(2π ∗ f ∗ t) (3.10)

V (t) : visible light beacon from the LED lighting
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beacon embedded with

1/f fluctuation-sine-waves;

f : frequency;

t : time
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3.16:
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30 frame per second (fps)

30 fps

FFT FFT

2 SPS 2

32

3.17

3.17:
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SPS

LED

1/f LED

FFT

SPS

3.18

LED

LED

1/f

LED

2.0 m

0.2 m

Xm LED 0.5 1.0 1.5 2.0 2.5

3.0 m ϕ 90◦ 60◦ 45◦

30◦ 0◦ . SPS

SPS 3.18

SPS SPS

10 3.18

Xm

ϕ 90◦ 60◦ 45◦ 30◦ 0◦

30

SPS

SPS 1/f

1/f

30
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3.18: SPS113
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[146]

1/f 1/f

3.19 (a)

LED 3.19 (b) (a)

1 2

LED

155 255 4

43 20 60 LED

3.20

LED 1

2

3 LED 1 4

LED 2 43

LED

3.21

•

•

•

50 % 1 2

1 2 70 % “

” “ ”

3 4 “ ”

1 2 1.5 “ ”

3 4 “

” 50 % “ ”

SPS

1/f
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1/f

3.19: LED
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3.20: LED
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3.21:
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1/f

LED 1/f

FFT LED

12.16 6.08 3.04 0.08 0.16

0.32 Hz 1/f 0 0.2 0.4

0.6 0.8 1.0 3.22

LED

3.22:

1/f 0.08 Hz

0.08 Hz 12.5 3.23 LED

3.23

3.23

-1 -1
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3.23 (a)∼(f)

3.23

-1

3.24

3.23 3.24

3.24 FFT

0.08 Hz

0.08 Hz

LED

1 fps 3.24 0.08 Hz

0.08 Hz

10 FFT

LED

25

1/f 0.08 Hz

FFT
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(a) 1/f f luctuation beacon 
(Amplitude = 0, Time = 12.16)

(b) 1/f fluctuation beacon 
(Amplitude = 0.2, Time = 12.16)

(c) 1/f fluctuation beacon 
(Amplitude = 0.4, Time = 12.16)

(d) 1/f fluctuation beacon 
(Amplitude = 0.6, Time = 12.16)

(e) 1/f fluctuation beacon 
(Amplitude = 0.8, Time = 12.16)

(f) 1/f fluctuation beacon 
(Amplitude = 1, Time = 12.16)
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3.23: LED (1/f 0.08 Hz

)
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(a) 1/f fluctuation beacon 
(Amplitude = 0, Time = 12.16)

(b) 1/f fluctuation beacon 
(Amplitude = 0.2, Time = 12.16)

(c) 1/f fluctuation beacon 
(Amplitude = 0.4, Time = 12.16)

(d) 1/f fluctuation beacon 
(Amplitude = 0.6, Time = 12.16)

(e) 1/f fluctuation beacon 
(Amplitude = 0.8, Time = 12.16)

(f) 1/f fluctuation beacon 
(Amplitude = 1, Time = 12.16)
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3.24: 0.08 Hz
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1/f 0.16 Hz

0.08 Hz 3.25

3.23 LED

3.26 3.24

3.26 0.16 Hz

0.16 Hz

10

FFT

LED 25

1/f

0.08 Hz FFT

(a) 1/f fluctuation beacon 
(Amplitude = 0, Time = 6.08)

(b) 1/f fluctuation beacon 
(Amplitude = 0.2, Time = 6.08)

(c) 1/f fluctuation beacon 
(Amplitude = 0.4, Time = 6.08)

(d) 1/f fluctuation beacon 
(Amplitude = 0.6, Time = 6.08)

(e) 1/f fluctuation beacon 
(Amplitude = 0.8, Time = 6.08)

(f) 1/f fluctuation beacon 
(Amplitude = 1, Time = 6.08)
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3.25: LED (1/f 0.16 Hz

)
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(a) 1/f fluctuation beacon 
(Amplitude = 0, Time = 6.08)

(b) 1/f fluctuation beacon 
(Amplitude = 0.2, Time = 6.08)

(c) 1/f fluctuation beacon 
(Amplitude = 0.4, Time = 6.08)

(d) 1/f fluctuation beacon 
(Amplitude = 0.6, Time = 6.08)

(e) 1/f fluctuation beacon 
(Amplitude = 0.8, Time = 6.08)

(f) 1/f fluctuation beacon 
(Amplitude = 1, Time = 6.08)

Frequency (Hz)

Am
pl

itu
de

 to
ta

l o
f 

br
ig

ht
ne

ss
 va

lu
e

0.03 0.15 0.27 0.39 0.52

200000000

0

300000000

400000000

500000000

100000000

0
0

255

15 30
time (s)

A
m

p
lit

ud
e 

of
 

br
ig

ht
ne

ss
 va

lu
e

0
0

255

15 30
time (s)

A
m

pl
itu

de
 o

f 
br

ig
ht

ne
ss

 va
lu

e

Frequency (Hz)

Am
pl

itu
de

 to
ta

l o
f 

br
ig

ht
ne

ss
 va

lu
e

0.03 0.15 0.27 0.39 0.52

200000000

0

300000000

400000000

500000000

100000000

0
0

255

15 30
time (s)

A
m

pl
itu

de
 o

f 
br

ig
ht

ne
ss

 v
al

ue

Frequency (Hz)

Am
pl

itu
de

 to
ta

l o
f 

br
ig

ht
ne

ss
 v

al
ue

0.03 0.15 0.27 0.39 0.52

200000000

0

300000000

400000000

500000000

100000000

Frequency (Hz)

Am
pl

itu
de

 to
ta

l o
f 

br
ig

ht
ne

ss
 v

al
ue

0.03 0.15 0.27 0.39 0.52

200000000

0

300000000

400000000

500000000

100000000

0
0

255

15 30
time (s)

A
m

pl
itu

de
 o

f 
br

ig
ht

ne
ss

 v
al

ue

0
0

255

15 30
time (s)

A
m

pl
itu

de
 o

f 
br

ig
ht

ne
ss

 v
al

ue

Frequency (Hz)

A
m

pl
itu

de
 to

ta
l o

f 
br

ig
ht

ne
ss

 v
al

ue

0 .03 0.15 0.27 0.39 0.52

200000000

0

300000000

400000000

500000000

100000000

Frequency (Hz)

Am
pl

itu
de

 to
ta

l o
f 

br
ig

ht
ne

ss
 va

lu
e

0.03 0.15 0.27 0.39 0.52

200000000

0

300000000

400000000

500000000

100000000

0
0

255

15 30
time (s)

A
m

pl
itu

de
 o

f 
br

ig
ht

ne
ss

 v
al

ue

3.26: 0.16 Hz
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1/f 0.32 Hz

0.32 Hz 3.27

3.23 LED

3.28 3.24

3.28 0.32 Hz

0.32 Hz

10

FFT

LED 25

1/f

0.32 Hz FFT

(a) 1/f fluctuation beacon 
(Amplitude = 0, Time = 3.04)

(b) 1/f fluctuation beacon 
(Amplitude = 0.2, Time = 3.04)

(c) 1/f fluctuation beacon 
(Amplitude = 0.4, Time = 3.04)

(d) 1/f fluctuation beacon 
(Amplitude = 0.6, Time = 3.04)

(e) 1/f fluctuation beacon 
(Amplitude = 0.8, Time = 3.04)

(f) 1/f fluctuation beacon 
(Amplitude = 1, Time = 3.04)
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3.27: LED (1/f 0.32 Hz

)

124



3

(a) 1/f fluctuation beacon 
(Amplitude = 0, Time = 3.04)

(b) 1/f fluctuation beacon 
(Amplitude = 0.2, Time = 3.04)

(c) 1/f fluctuation beacon 
(Amplitude = 0.4, Time = 3.04)

(d) 1/f fluctuation beacon 
(Amplitude = 0.6, Time = 3.04)

(e) 1/f fluctuation beacon 
(Amplitude = 0.8, Time = 3.04)

(f) 1/f fluctuation beacon 
(Amplitude = 1, Time = 3.04)
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3.28: 0.32 Hz
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SPS

SPS 3.7 3.8 SPS 3.2.3

SPS FFT

FFT

LED

SPS LED

LED

1/f

LED SPS

SPS

LED

SPS
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3.7: SPS

Ease of construction N/A

- Installing just the
dimming devices

- Just replacing LED
lighting

- Being same as the
everyday used LED
lighting

Introduction to
daily lives N/A

- Just replacing LED
lighting

- Being same as the
everyday used LED
lighting

Versatility for preventing
spy-camera activities �

- Having a wide range of
other uses depending on
how the application is
created

- Controlling various
function by changing the
LED light beacon

Development cost N/A

- Installing just the
dimming devices

- Just replacing LED
lighting

- Being same as the
everyday used LED
lighting

Direct control on
camera function �

- Stopping the mobile
camera functions by the
LED light beacon

- Being Embedded on
camera devices as an
FFT hardware
application
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3.2.4

SPS SPS

LED

LED

1/f

SPS LED

10 25

SPS

SPS

DSP

DSP

CAMX

CAMX
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4 CAMX

CAMX

4.1

GPS

LSI

1965

[147], [148]

1970

1980

[149], [150] 1990

[147]–[149], [151]–[157]
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GPS

[158], [159]

[160], [161]

[162]

[163], [164]

4.2

[165]–[168]

1

4.2.1

[169]
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4.2.2

[170], [171]

4.2.3

[172], [173]

4.3

[174]–[178]

1
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[179], [180]

[181]

[165]–[168]

GPS

23 cm 16 cm

4.3.1

RaspberryPi 3 Model B [182] Raspber-

ryPi 3

Camera Mod-

ule V1.2 [183]) GPS GYSFDMAXD [184] 2

Sense HAT Version 1.0 [185] LSM9DS1 [186], [187]

GY-291 ADXL345 [188], [189] LSM9DS1

LSM9DS1 GY-291 ADXL345 GY-291

Sense HAT Version 1.0

LED

GY-291 ADXL345 x y z

3 4.4.4 DS18B20 [190]

700-BTL018BK [191]

•
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• GPS

•

• GPS

•

1 [180]

[192], [193]

1

1

4.1

4.1 4.1

(a) 4.4.1 GPS

4.4.2

4.4.3

4.1 (b) RaspberryPi 3 4.1 (a)

LSM9DS1 4.1 (c)

4.4.4 4.1

(d) RaspberryPi 3 4.1 (c)

GY-291

4.2

135



4

4.1 (a) 421 g 4.1 (c)

496 g

80 g [194], [195]

20 [196]

80 g 1.5 kg

500 g

4.3
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4.1:

RaspberryPi

3 Model B

1.2 GHz

5 V

1 GB

42 g

Camera

Module

V1.2

2,592 × 1,944

30 fps

3 g

GPS GYSFD

MAXD

-164dBm(typ.)

8 g

LSM9DS1

LSM9DS1

Sense HAT

Version 1.0

±2/4/8/16 g

20.4 g

GY-291

GY-291

ADXL345

±2/4/8/16 g

0.03 g

DS18B20

-55 +125

( 0.5 ),

22.7 g

700-BTL

018BK

3.7 V

10,400 mAh,

2.4 A

250 g
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4.1: 138
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4.2:
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4.3:
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4.4

4.2 4.4.1

4.4.2

GPS

4.4.3

LSM9DS1

2 4.4.4

GY-291

4.1

[%] =

(
1− [Wh]

[Wh]

)
× 100 (4.1)

4.4.1 1© 4.4.2 5© 4.4.3 9©
4.4.1 2© ∼ 4© 4.4.2 6© ∼ 8© 4.4.3 10©
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4.2:

4.4.1 4.4.2 4.4.3 4.4.4

� � � �

� � � �

GPS � � � �

LSM9DS1

� � � N/A

GY-291

N/A N/A N/A �

N/A N/A N/A �

� � � �

or

GPS

N/A N/A
LSM9

DS1

GY-

291

4.4.1

1© 60 60 60
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2© 10 60

60 3 10

3© 20 60

60 2 20

4© 30 60

60 1 30

4.4 3

4.4

1© 2©, 3©
4©

4© 2©
2 0.5 Wh

3© 1 0.2 Wh

0.2 Wh

AVI

1© 179.0 MB 2© 1 23.2 MB 2

26.2 MB 3 24.8 MB 3© 1

52.2 MB 2 62.0 MB 4© 102.7 MB

1©
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4.4:
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4.4.2 GPS

GPS

GPS

4.5

5© RaspberryPi 3

90 6© GPS

5 GPS

GPS 5 GPS

90

LSM9DS1 7©
5

5

90 GPS

LSM9DS1 8© GPS

5 GPS

GPS

5 GPS

90
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4.5: GPS

4 m × 5 m

4 3

4.6

4.6 4.4

5© 6© 7© 8© 5©
3.7 Wh 6© ∼ 8©

6© ∼ 8© 3.2 Wh 2.9 Wh

2.8 Wh 5© 15 % 22 % 24 %

3

2

7©
GPS 6© 10 %

Panasonic

1.2 V 1,900 mAh 2.3 Wh 13 g [197]

( 3.7 V 2,000 mAh 7.4 Wh

35 g) [198] Anker PowerCore Essential 20000( 3.7

V 20,000 mAh 100 Wh 343 g) [199]
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(4.2)

700-BTL018BK 3.7 V 10,400 mAh 38.5 Wh 250

g 4.3

1.5 kg

4.3

5© 6© ∼ 8© 17

% 29 % 32 % GPS

[179], [180]

RaspberryPi 3

1

[h] =
[Wh]

[Wh]

=
[V ]× [Ah]

[Wh]

(4.2)
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4.6: GPS
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4.3: GPS

[h]

Panasonic Anker

PowerCore

Essential

20000

700-BTL

018BK

5© 0.6 2.0 19.8 10.3

6© 0.7 2.3 23.2 12.1

7© 0.8 2.5 25.4 13.2

8© 0.8 2.6 26.1 13.6

4.4.3

4.7 9©
2 60 10©

2

10©

2

60 4.4.2

GPS

2 LSM9DS1

100

LSM9DS1

0.01
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4.7:

4.4.2 2 6

4.8

4.4.1

9© 4.9 Wh 10© 3.1

Wh 9© 10© 37 %

60

9.5

4.4.2 4.4 4.4

9© 10© 59 %

1

4.4.2

LSM9DS1 Sense

HAT

4.4.1 2© 4©
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4.8:

4.4:

[h]

Panasonic Anker

PowerCore

Essential

20000

700-BTL

018BK

9© 0.5 1.5 15.0 7.8

10© 0.7 2.4 23.9 12.4
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4.4.4

3

5

x y

1

1

4.9 11©

1

12© 13©

3 5

1

14© x y

1

GY-291 GY-291

LSM9DS1

GY-291

LSM9DS1 2.2 V 600 μA

1.3 mW [186], [187] GY-291

2.5 V 140 μA 0.4 mW [189]

GY-291 LSM9DS1

4.4.2 4

GY-291

GY-291 4.5

F (4.3), (4.4), (4.5)

[%] =
α

β
× 100 (4.3)
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α

β

[%] =
γ

δ
× 100 (4.4)

γ

δ

F [%] =
2× ×

+
× 100 (4.5)

11© 86 % F 86 %

11© GY-291 12© 13© 14©
11©

12© 100 % 31 %

F 47 % 13© 100 %

50 % F 67 % 12©
13©

12© 13©
GY-291 3 5

GY-291 11© F

14© GY-291

F 96 % 11©
GY-291

4.4.1 GY-291

1© 11© ∼ 14©
1© 60

4.3 Wh 1 1
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11© ∼ 14© 1

30 % 7 % 12 % 42 % 1©
4.3 Wh 11© ∼ 14© 1.3 Wh

0.3 Wh 0.5 Wh 1.8 Wh

GY-291 11© ∼
14©

14©
1© 14©

58 % GY-291

LSM9DS1 77 %

1© 14©
GY-291

4.9: 4.4.4
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4.5:

F

[%] [%] [%]

11© 18 3 86 86 86

3 -

12© 4 0 100 31 47

9 -

13© 7 0 100 50 67

7 -

14© 25 1 96 96 96

1 -
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4.5

1

1

RaspberryPi 3

37 %

96 %

1

RaspberryPi 3

RaspberryPi 3 / slee-Pi2 [200]

[174]

GPS

CAMX

CAMX

CAMX

CAMX
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SIMD CAMX

CAMX 128

256 × 1,024 1,024

CAMX

CAMX

CAMX

5.1 5.2

5.1

2 SIMD CAMX

CAMX

CAMX

AES CAMX

MX-1

(2-1) SIMD
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CAMX

CAMX

SIMD 1

(2-2) CAMX

CAMX

AND OR XOR

128 1,024

130

(2-3) CAMX

CAMX

1,024

1

1

(2-4) CAMX
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CAMX

Baugh-Wooley

1

4

1,462

237 84 %

Baugh-Wooley Baugh-Wooley

15

Baugh-Wooley CAMX

15

15 Baugh-Wooley

(2-4) CAMX AES

CAMX AES CAMX

MX-1

CAMX AES

1,362,699

AES 10

CAMX MX-1 1

1

MX-1 CAMX ShiftRows

MixColumns CAMX MX-1

65 % AddRoundKey 86 %

CAMX

TI OMAP3530 ARM

Cortex A8 CAMX 53 %

CAMX

(2-5) CAMX
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2 2

RaspberryPi 4

ARM 1.5 GHz

CAMX 4,500

CAMX

3

CAMX

CAMX

MX-1

CAMX

(3-1)

(3-2) MX-1

162



5

MX-1 CAMX

MX-1

CAMX MX-1

5

2

20

(3-3)

LED

LED

1/f

CAMX

4

CAMX

CAMX

(4-1)

163



5

1

37 %

(4-2)

96 %

5.2

CAMX

CAMX

5.2.1

3

(1) AI
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(2) CAMX

(3)

(4)

(1) AI

AI

CAMX

AI

CAMX

AI

(2)

CAMX

CAMX

CAMX

(3)
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CAMX

CAMX

CAMX

(4) CAMX CPU

CPU CAMX

CAMX CPU CAMX

CAMX

CAMX

CAMX

CAMX

CAMX

5.2.2

AI

AI

AI

AI

AI
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AI

NPU AI

NPU

SIMD CAMX

CAMX

CAMX

CAMX AI

CPU CPU

CAMX

CAMX

CAMX

CAMX
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CAMX

CAMX CAMXLIB 32

CAMXLIB

CAMXLIB = { /PE C B A } =

{2’bxxx, 6’bxxxx xxxx, 8’bxxx xxxx, 8’bxxx xxxx, 8’bxxx xxxx}
/**—– /PE ———————————————————————————

————————————————-**/

LEFT WING: RIGHT WING: PE EXE:

( )

/**—– (CAM )——————————————

———————————————————————-**/

CAMX CNTRL CLEAR: CAMX

———————————————————————————————————

——————————————–

CAMX DATA WRITE: / CAM (

) A B C 0

( ) 10’b00 0000 0011 256’h0000 0000 0000 0000

0000 0000 0000 0000 0000 ffff 0000 ffff 0000 ffff 0000 ffff

#(STEP) ADDRESS = 10’b00 0000 0011;

DIN = 256’h0000 0000 0000 0000 0000 0000 0000 0000 0000

ffff 0000 ffff 0000 ffff 0000 ffff;

CAMXLIB = {RIGHT WING, CAMX DATA WRITE, 8’b0000 0000, 8’b0000 0000,

8’b0000 0000};
———————————————————————————————————

——————————————–

CAMX DATA READ: / CAM (

) A B C 0

DOUT VALID H DOUT

( ) 10’b00 0000 0011

#(STEP) ADDRESS = 10’b00 0000 0011;

CAMXLIB = {LEFT WING, CAMX DATA READ, 8’b0000 0000, 8’b0000 0000,

8’b0000 0000};
———————————————————————————————————

——————————————–
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CAMX UNMASK SEARCH: / CAM

( ) A B C 0

PE

PE

( ) 256’h0000 0000 0000 0000 0000 0000 0000 0000

0000 ffff 0000 ffff 0000 ffff 0000 0000

#(STEP) SEARCH DIN = 256’h0000 0000 0000 0000 0000 0000

0000 0000 0000 ffff 0000 ffff 0000 ffff 0000 0000;

CAMXLIB = {RIGHT WING, CAMX UNMASK SEARCH, 8’b0000 0000,

8’b0000 0000, 8’b0000 0000};
———————————————————————————————————

——————————————–

CAMX MASK SEARCH: / CAM

( ) A B C 0

0 PE

PE

( ) 256’h0000 0000 0000 0000 0000 0000 0000 0000 0000 ffff

0000 ffff 0000 ffff 0000 0000 256’h0000 0000 0000 0000

0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 ffff

ffff

#(STEP) SEARCH DIN = 256’h0000 0000 0000 0000 0000 0000

0000 0000 0000 ffff 0000 ffff 0000 ffff 0000 0000;

MASK DIN = 256’h0000 0000 0000 0000 0000 0000 0000

0000 0000 0000 0000 0000 0000 0000 ffff ffff;

CAMXLIB = {RIGHT WING, CAMX UNMASK SEARCH, 8’b0000 0000,

8’b0000 0000, 8’b0000 0000};
———————————————————————————————————

——————————————–

/**—– (PE )———————————————

——————————————————————–**/

CAMX DATA REG: CAM PE

A B C 0

( ) 8’b0000 1100 PE
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#(STEP) CAMXLIB = {LEFT WING, CAMX DATA REG, 8’b0000 0000,

8’b0000 0000, 8’b0000 1100};
———————————————————————————————————

——————————————–

CAMX REG DATA: PE CAM /

A A B C 0

( ) PE 8’b0000 0001

#(STEP) CAMXLIB = {RIGHT WING, CAMX REG DATA, 8’b0000 0000,

8’b0000 0000, 8’b0000 0001};
———————————————————————————————————

——————————————–

CAMX DATA AND: CAM PE AND

/ A / B

C / A

( ) 8’b0100 0000

8’b0000 0000 8’b0000 0111 AND

8’b0100 0000

#(STEP) CAMXLIB = {LEFT WING, CAMX DATA AND, 8’b0000 0111,

8’b0000 0000, 8’b0100 0000}; //C +1

———————————————————————————————————

——————————————–

CAMX DATA OR: CAM PE OR /

A / B

C / A

( ) 8’b0000 0000

8’b0000 0000 8’b0111 1111 OR

8’b0000 0000

#(STEP) CAMXLIB = {RIGHT WING, CAMX DATA OR, 8’b0111 1111,

8’b0000 0000, 8’b0000 0000}; //C +1

———————————————————————————————————

——————————————–

CAMX DATA XOR: CAM PE XOR

/ / /
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( ) 8’b0000 0011

8’b0000 0010 8’b0111 0000 XOR

8’b0000 0011

#(STEP) CAMXLIB = {LEFT WING, CAMX DATA XOR, 8’b0111 0000,

8’b0000 0010, 8’b0000 0011}; //C +1

———————————————————————————————————

——————————————–

CAX DATA NOT: / CAM A

C NOT A C B 0

( ) 8’b0110 0000 8’b0000 1111

#(STEP) CAMXLIB = {LEFT WING, CAMX DATA NOT, 8’b0000 1111,

8’b0000 0000, 8’b0110 0000}; // ( ) A:

B:

———————————————————————————————————

——————————————–

CAMX DATA ADD: CAM PE ADD

/ A / B

C / A

( ) 8’b0000 0000

8’b0000 0000 8’b0111 1111 ADD

8’b0000 0000

#(STEP) CAMXLIB = {LEFT WING, CAMX DATA ADD, 8’b0111 1111,

8’b0000 0000, 8’b0000 0000}; //C +1

———————————————————————————————————

——————————————–

CAMX DATA COPY: CAM / B

/ A C B A

C

( ) 8’b0000 0000 8’b0000 1111 8’b0100 0000

#(STEP) CAMXLIB = {RIGHT WING, CAMX DATA COPY, 8’b0000 1111,

8’b0100 0000, 8’b0000 0000};
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———————————————————————————————————

——————————————–

CAMX REG VALID: PE PE

A B C 0

( ) PE

#(STEP) CAMXLIB = {PE EXE, CAMX REG VALID, 8’b0000 0000,

8’b0000 0000, 8’b0000 0000};
———————————————————————————————————

——————————————–

CAMX PE VALID: PE 1 A B

C 0

( ) PE 1

#(STEP) CAMXLIB = {PE EXE, CAMX PE VALID, 8’b0000 0000,

8’b0000 0000, 8’b0000 0000};
———————————————————————————————————

——————————————–

CAMX PE INVALID: PE 0 A B

C 0

( ) PE 0

#(STEP) CAMXLIB = {PE EXE, CAMX PE INVALID, 8’b0000 0000,

8’b0000 0000, 8’b0000 0000};
———————————————————————————————————

——————————————–

CAMX DATA UP: CAM / A /

B A C

2 4 B 00 11

( ) 8’b0000 0000 16 3

#(STEP) CAMXLIB = {LEFT WING, CAMX DATA UP, 8’b0000 1111,

8’b0000 0010, 8’b0000 0000};
———————————————————————————————————

——————————————–

CAMX DATA DOWN: CAM / A

/ B A C

2 4 B 00 11

( ) 8’b0000 0000 16 3
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#(STEP) CAMXLIB = {LEFT WING, CAMX DATA DOWN, 8’b0000 1111,

8’b0000 0010, 8’b0000 0000};
———————————————————————————————————

——————————————–

CAMX NO OPE: CAM

CAMX

#(STEP) CAMXLIB = {PE EXE, CAMX NO OPE, 8’b0000 0000, 8’b0000 0000,

8’b0000 0000};
———————————————————————————————————

——————————————–

CAMX ACCUM VALID: PE PE

OR 1

A B C 0

( ) PE

OR

#(STEP) CAMXLIB = {PE EXE, CAMX ACCUM VALID, 8’b0000 0000,

8’b0000 0000, 8’b0000 0000};
———————————————————————————————————

——————————————–

CAMX INV VALID: PE A B

C 0

( ) PE

#(STEP) CAMXLIB = {PE EXE, CAMX INV VALID, 8’b0000 0000, 8’b0000 0000,

8’b0000 0000};
———————————————————————————————————

——————————————–

CAMX ALL WRITE: CAM valid

CAM / A

B C

B 4 C 00 11

( ) 8’b0000 0000 0010 4

#(STEP) CAMXLIB = {LEFT WING, CAMX ALL WRITE, 8’b0000 0011,

8’b0000 0010, 8’b0000 0000};
———————————————————————————————————

——————————————–
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CAMX VALID REG: PE

A B C 0

( ) PE

#(STEP) CAMXLIB = {PE EXE, CAMX VALID REG, 8’b0000 0000,

8’b0000 0000, 8’b0000 0000};
———————————————————————————————————

——————————————–

CAMX CARRY DATA: PE CAM / A

A B C 0

CAM

( ) PE 8’b0000 0001

#(STEP) CAMXLIB = {RIGHT WING, CAMX CARRY DATA, 8’b0000 0000,

8’b0000 0000, 8’b0000 0001};
———————————————————————————————————

——————————————–

CAMX DATA PRESERVE: CAM PE

ADD

A B C 0

( ) 8’b0000 1100 PE

#(STEP) CAMXLIB = {LEFT WING, CAMX DATA PRESERVE, 8’b0000 0000,

8’b0000 0000, 8’b0000 1100};
———————————————————————————————————

——————————————–

CAMX PRESERVE DATA: PE CAM /

A A B C 0

, CAMX

DATA PRESERVE

( ) PE 8’b0000 0001
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#(STEP) CAMXLIB = {RIGHT WING, CAMX PRESERVE DATA, 8’b0000 0000,

8’b0000 0000, 8’b0000 0001};
———————————————————————————————————

——————————————–
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