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With the development and dissemination of information processing technology and the
development of social infrastructure, IT and digitalization are progressing in all aspects of society,
and this wave of change is no exception in the field of criminal procedure. In the field of criminal
procedure, however, it has not been able to keep pace with the changes in the use of information
technology, and the use of information technology, which is supposed to be a means of solving
social problems, has led to serious problems that may lead to human rights violations. In this paper,
we focus on the problem of the risk of tampering with digital evidence by investigative agencies,
which is expected to increase in importance in the future, as an issue brought about by IT in the field
of criminal procedure, and propose a technical system to prevent such fraud.

To begin with, we focus on the 2016 Amended Communications Interception Act, which,
although in the specific field of communications interception, can be evaluated as providing
technical measures to prevent tampering with respect to intercepted digital data. From the viewpoint
of whether the scheme of storing intercepted data in a court of law can be used as a general system to
prevent tampering of digital evidence, a communication interception method using cryptographic
technology newly introduced by the law is investigated and a tamper-resistant IC card interception
system is proposed. Although the proposed interception system is significant enough as a framework
to technically prevent illegal acts by investigative agencies, it is not necessarily appropriate to apply
this system to digital evidence in general from the perspective of the party-oriented litigation
structure of criminal proceedings. Therefore, we proposed a new system to prevent tampering of
digital evidence, which is easy to tamper with, by using a blockchain to store hash values of
evidence. In the proposed blockchain system, when digital evidence is seized by an investigative
agency, its hash value is immediately registered in the blockchain, so that the defense attorney can
easily check for tampering by comparing the hash value of the digital evidence disclosed by the
prosecutor with the hash value of the evidence stored on the blockchain. In this paper, we propose a
model of a token economy, which consists of ordinary citizens and lawyers using tokens, as a

mechanism to operate the proposed blockchain system effectively.



In this paper, through these proposed systems, we were able to show a guideline to solve the
problems of IT and digitalization in the field of criminal procedures from a technical point of view,

which cannot be solved only from a legal point of view.



